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Additional Secretary

A Heater ] We: www eity.govin
D.0. No. AA'M‘QS/ZON“CS D Dated , 05012 22_

Sub: - Security Audit of 1T Infeastructure, Applications afid Websites

Dear Sir/Madarm,

You may be aware that there has been an increasing tiend in cyber incidents. "FHis is
Ac 1T primarily due to existence of vulnerabilities in software, applications, websites sands:con'ﬁgtira’.tiionﬁ
of 1T infrastructure. Moreover, due to application of emerging technelogies such as Artifictal
Intelligence/ Machine Learning, Internet of Things, etc. threat vectors are changing and more
complex attacks are '0'ccurring.

- ay o 2. During deliberations in the recent review meeting taken by Secretary {Security) on
(gt e ﬁ?lemcm&tion of Cyber Crisis Management Plan on 23.12.2021, it'was emphasized that the audit
st Government websites and applications.needs to be done regularly to strengthen security..

ST WS YT

gafvsunlar- 3. Considering the thrust of the Government for digitization.and making available
TscBY/Se- o Govt. services online to citizens, it is imperative that cyber secuirity receives utmust a ~

——————— s .
20 I@rder to take preventive measures and mifimize the security fisk, 4l State Governme.
\/(x} %nﬂ&fllcir associated oganisations are required to get their IT infrastfucture, websi
pplicdtions audited annually er on periodic basis or whenever there are any char

i 2eer  nfrastructure or websites{applications to check resilience-of cyber assets againstmaliciouse
g\%w (peptont
I\

- it \s, therefore, requested to direct all Ministiies/Departirierits of your State/UT for
k\)\\w‘\\) necessary action to carry out the.'cem.p'reh'ens‘i-Ve:‘cyber security audit of IT infrastrifetire; we.
‘ : aw_gppﬁggt_igﬂhlhe compliance status on the same may kindly be communicated t
Ministry at snehra@meity.gov.in and ask@meity.gov.in at the earliest.
w ol /v 3T RS/ B -

vs(ie) e ek

Y ours-since:

g\\u:%()a 5 (Dr. Rajéndra Kum
1 1

argo-aireliofdo, TAPIIGRicf Secretaries of all State Governments/UTs

mrng -
AP T 7Y , 18-a/.22 &)
-EL'ECTEROEEICS'JND!'A

%’ C A o N\ . ‘ '. p %/%ﬁﬁ Bilion Newds Million Chips
MY (4 -y SRR g o

r
[

o] adl
syl 1




Email - CHIEF SECRETARY GoUP
From : Nehra, Sushil Kumar <snehra@meity.gov.in> Tue, Jan 11, 2022 OB:OPM
Subject : Letter from AS, MeitY reg. security audit of IT infrastructure, websites 21 attachment

To

Cc:

and web applications of all States/ UTs Govt

: Dr. Sameer Sharma, IAS <cs@ap.gov.in>, Naresh Kumar <cs-

arunachal@nic.in>, Jishnu Barua JIAS <cs-assam@nic.in>, Chief
Secretary Bihar <cs-bihar@nic.in>, Chief Secretary Office
<csoffice.cg@gov.in>, Chief Secretary <cs-goa@nic.in>,
chiefsecretary@gujarat.gov.in, Sanjeev Kaushal, IAS <cs@hry.nic.in>,
Ram Subhag Singh <cs-hp@nic.in>, Shri Sukhdev Singh <cs-
jharkhand@nic.in>, cs@karnataka.gov.in, Dr.V.P.Joy IAS
<chiefsecy@kerala.gov.in>, Igbal Singh Bains <cs@mp.nic.in>,
cs@maharashtra.gov.in, cs-manipur <cs-manipur@nic.in>, cso-meg
<cso-meg@nic.in>, cs miz <cs_miz@rediffmail.com>, Mr JAN ALAM
<csngl@nic.in>, Suresh Chandra Mahapatra <csori@nic.in>, Chief
Secretary, Punjab <cs@punjabmail.gov.in>, csraj@rajasthan.gowv.in,
Mr S.C Gupta <cs-skm@hub.nic.in>, cs@tn.gov.in, CS Telangana
<cs@telangana.gov.in>, cs-tripura <cs-tripura@nic.in>, CHIEF
SECRETARY GoUP <csup@nic.in>, chiefsecyuk@gmail.com, chief
secretary <cs-uttarakhand@nic.in>, Shri H K Dwivedi <cs-
westbengal @nic.in>, Chief Secretary Andamans <cs-
andaman@nic.in>, adcgovpb@gmail.com, Administrator administrator
<administrator-dnh@nic.in>, Praful Patel <administrator-dd@nic.in>,
cs-jandk <cs-jandk@nic.in>, Sh. Umang Narula
<parulau@ias.nic.in>, Advisor to LG <advisor-lg-ladakh@gov.in>,
Shri. A, Anbarasu IAS <Lk-advisor@gov.in>, Praful Patel <lk-
admin@nic.in>, Shri Vijay Kumar Dev <csdelhi@nic.in>, Chief
Secretary CS, Puducherry <cs.pon@nic.in>

Savita Utreja <sutreja@meity.gov.in>, Dr A S Kamble
<ask@meity.gov.in>, Or Rajendra Kumar <as@meity.gov.in>, Ofo AS
MEITY <ooas@meity.gov.in>, Ranjan Kumar <ranjan@meity.gov.in>

Respected Sir/Madam

Please find attached the scanned copy of letter from Additional
Secretary, MeitY addressed to Chief Secretaries of States/UTs regarding

comprehensive security audit of

applications.

with regards

Sushil Kumar Nehra,

Scientist E

Cyber Security Division

Ministry of Electronics & Information Technology
Electronics Niketan, 6 CGO Complex, New Delhi - 110 @03

IT infrastructure, websites and web

Letter from AS MeitY to States and UTs for Security Audit of IT Infrastructure Applications
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